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ABSTRACT 

Globally, contactless technology is adopted and the metaverse is developed rapidly in a variety of content across both the 

industrial and artistic sectors. The metaverse facilitates users to engage in a wide range of activities and gain extended 

experiences with accurate technology such as Artificial Intelligence (AI), Virtual Reality (VR), and Augmented Reality (AR). 

There are various advantages related to the development of the metaverse; however, the rapid development of the metaverse 

also means that the legal issues related to criminal activity within this virtual domain are increasing. Therefore, it is required 

to analyze the interaction between criminal law and the metaverse to prevent the occurrence of crime and to establish an 

appropriate legal system. 
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Abbreviations: COVID-19: Coronavirus Disease 2019; AI: Artificial Intelligence; VR: Virtual Reality; AR: Augmented 

Reality; MSIT: The Ministry of Science and ICT 

 

INTRODUCTION 

After the COVID-19 pandemic, metaverse technology has 

been expanded as virtual spaces incorporating metaverse 

technology have emerged as important communication and 

business spaces. With the precision of the program and the 

development of network technology, individuals in the 

metaverse are able to do anything similar to reality like 

economic, social, and cultural activities, and to immerse 

themselves in the interactions [1]. Besides, crimes that 

appear in real life also occur in the sophisticated space of the 

metaverse. However, the metaverse is a new platform that 

emerges from the convergence of physical and virtual space, 

so there exists a distinct dissimilarity between the real world 

and the metaverse. It should accordingly be pointed out 

whether current legal frameworks are able to regulate 

criminal activities in the metaverse. Furthermore, there is 

potential for the emergence of criminal behavior that is not 

previously defined and originates from the unique attributes 

of the metaverse. Therefore, it is necessary to fundamentally 

review the legislation and supplement related laws by 

studying the metaverse from a criminal policy perspective. 

Previous studies on the metaverse have focused on defining 

the concept of the metaverse and studying which 

technologies are applied to the platforms. However, legal 

discussions on the subject of crimes related to the metaverse 

are remarkably insufficient, and the studies dealing with 

criminal activities in the metaverse universe evaluated them 

merely based on cybercrimes. Therefore, this paper aims to 

understand the characteristics of the metaverse and criminal 

issues to prevent the occurrence of crime in advance. Also, 

the paper will introduce the case of South Korea, which 

initially enacted regulatory amendments and provided a 

comprehensive overview of the concepts of the metaverse to 

offer insights into appropriate legal frameworks. 

DISCUSSION 

The term "metaverse" first appeared in Neal Stephenson's 

1992 science fiction novel "Snow Crash." It combines the 

Greek word "meta," meaning "beyond," with the word 

"universe," which refers to the world or the cosmos [2]. So 

far, there is not a perfect definition for the term 'metaverse', 

but it is generally understood as a virtual digital space that is  
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a version that exceeds the real world. Users, individuals in 

the metaverse, create avatars to represent themselves, and 

they engage in various activities. Technologies such as 

Artificial Intelligence (AI), Virtual Reality (VR), and 

Augmented Reality (AR) are selectively used to enable more 

elaborate and realistic interactions with other users. As a 

result, the metaverse is capable of reaching different kinds of 

markets and the interests of many people, which leads to 

rapid growth in the metaverse population [3]. However, the 

rapid development of the metaverse means the individual 

activities and capabilities within the metaverse increase the 

possibilities of more legal issues. The legal problems within 

the metaverse are categorized into two types, and the first is 

the cases where crimes that are happening in the real world 

are also occurring in the metaverse. Regards to these cases, 

the key question is, whether the existing laws and regulations 

effectively facilitate the metaverse. Second, legal issues that 

newly arised only due to the virtual nature of the metaverse. 

In this case, it should be discussed whether the gaps in 

regulations for these new problems exist. Some generic 

examples of legal issues in the metaverse include verbal 

abuse, discrimination, and sexual crimes between users. In 

addition, financial crimes such as virtual assets ownership 

disputes, fraud, and gambling, as well as issues related to 

intellectual property rights can be brought up in the future 

[4]. On the other hand, risks in the metaverse may not only 

come from users but also from platform providers. Some 

companies may monopolize the digital market related to the 

metaverse, violating existing competition and antitrust laws, 

such as the Unfair Competition Prevention Act, and privacy 

and security issues may arise due to the extensive collection 

of information [5]. Despite the existence of potential 

problems in the metaverse, discussions about the regulations 

for the metaverse are still in their early stages. Therefore, it is 

required to establish legal frameworks to protect the users’ 

rights and to consider ways to regulate the issues occurring 

in the rapidly growing metaverse. 

REGULATORY AMENDMENTS IN SOUTH KOREA 

In South Korea, a pan-government strategy was announced 

to deal with innovation in the metaverse, and the Act on the 

Promotion of the Virtual Industry Promotion Act has been 

discussed steadily. Following the pan-government strategy 

on the metaverse, the legislation was approved at the Cabinet 

meeting in February 2022, and it will be implemented 

initially in the world in August 2024. According to the 

legislation, the metaverse is defined as a virtual space or a 

combined space that enables economic, social, and cultural 

activities based on technologies that extend the metaverse 

user’s senses into the virtual realm or the real world to 

facilitate interaction between individuals and digital 

information [6]. Moreover, the legislation offers an in-depth 

explanation of metaverse concepts that embody metaverse 

platform organizations, metaverse service providers, 

metaverse certification service providers, metaverse 

operators, and metaverse users (Table 1). 

 

 

Table 1. Legal Definitions. 

Metaverse platform organizations 
A business that provides related additional services such as hardware 

and software applied to the metaverse. 

Metaverse service providers 
A business that provides services such as goods, services, or digital 

content used within the metaverse. 

Metaverse certification service providers 

A business that provides certification services to support the 

interconnection between physical space and the metaverse, inter-

metaverse connectivity, and system integration of avatars between 

different metaverses. 

Metaverse operators 
A business that provides metaverse platform organizations, metaverse 

service businesses, and metaverse certification services. 
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Additionally, the Ministry of Science and ICT (MSIT) is 

required to establish a basic plan for the activation of the 

metaverse, supporting the metaverse industry and stabilizing 

the experiences of users, every three years. The Minister of 

Science and ICT shall finalize the plan through the 

established committee to deliberate on related matters. It also 

mandates the responsibilities of metaverse operators, and the 

operators who want to form metaverse platforms or service 

organizations are obligated to inform the Minister of Science 

and ICT of the establishment of the metaverse industry. 

Metaverse platform organizations are obligated to provide a 

stable metaverse connection and to create an environment 

that facilitates metaverse users to decide their own 

disposition of their avatars and virtual assets. There are also 

supportive policies for encouragement, protection, and 

fosterage of the metaverse industry, and the government shall 

establish metaverse action plans and award prizes to 

excellent organizations. It also stipulates that a dedicated 

agency related to the metaverse industry shall be designated 

so that related policies can be promoted. Furthermore, it is 

informed that personal information and intellectual property 

rights should be protected for metaverse users [7]. Like this, 

South Korea has established a legal basis to promote the 

development of the metaverse industry and protect the rights 

of metaverse users. 

CONCLUSION 

The metaverse affords individuals the chance to acquire a 

range of experiences in advanced digital technology. As the 

metaverse advances, its users expand quickly, prompting 

concerns over legal issues concerning illicit behaviors within 

the metaverse. However, the on-going legal dialogue on this 

topic remains inadequate. 

On the other hand, South Korea is actively promoting 

regulatory reform in compliance with related legislation to 

promote the development of the metaverse industry and 

protect the rights and interests of users. This practice in 

South Korea is able to be one of the progressive legislation 

examples due to the limited regulations concerning the 

metaverse globally. As the legislation emphasizes self-

regulation of the metaverse, which is considered a public 

sphere, it could lead to expedited settlement of disputes and 

growth of the metaverse industry. However, the important 

thing to consider is that as self-regulation is implemented 

without legal effect or binding force, unlike public 

regulation, there is the possibility of confusion in the 

application of the law as legal regulations. Besides, it needs 

to be discussed with additional studies about whether to deal 

with the legislation of the metaverse in terms of pre-

regulation or post-regulation. 
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